Controlled Unclassified Information

The Program, Implementation, and Features

Shared « Standardized - Transparent
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= Why protect CUI?
= Existing Agency Policy and Procedure
= Laws, Regulations, and Government-wide policies (LRGWP)

= An Information Security Reform
= Features
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What is Controlled Unclassified Information (CUI)?

= CUlis information that needs protection. Laws, Regulations, or
Government wide policies call for this information to be protected.

- The CUI Registry provides information on the specific categories of information that
the Executive branch protects. The CUI Registry can be found at:

https://www.archives.gov/ cui
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CUl includes, but is not limited to:

- Privacy (including Health) - Financial

- Tax - Intelligence

- Law Enforcement - Privilege

- Critical Infrastructure - Unclassified Nuclear

- Export Control - Procurement and Acquisition

- —
E Department of the Treasury—brismal Revenus Senice |
& ‘“40 .. Individual Income Tax Retur W
For tha year San. 1-Dec. 31, 2008, or oher e iar ey ]
Label
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Why protect CUI?

= The loss orimproper safeguarding of CUl could be expected to have a
serious adverse effect on organizational operations, organizational assets,
or individuals.

— degradation in mission capability;
— damage to organizational assets;
— financial loss; or

— harm to individuals
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= Laws, Regulations, and Government-wide policies (LRGWP) identified what
to protect but failed to say how.

= Agencies took steps to define protection through the issuance of policy
and procedure

= Lack of oversight over sensitive information programs




Oversight programs prevent:

» Limited information sharing

= |nefficient patchwork information programs

= |nconsistent marking and safeguarding of documents

= Restrictive dissemination policies




Protection today
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Information Security Reform

Clarifies what to protect

Defines safeguarding

Reinforces existing LRGWP

Promotes authorized information sharing
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What we protect and How we protect it

HIST Special Publication 800-17T1
Ravion 1

Protecting Controlled Unclassified

www.archives.gov/cui

nclassified Information (CUI)

Established by Executive Order 13556, the Controlled Unclassified Information (CUI) program
standardizes the way the Executive branch handies unclassified information that requires.
safeguarding or dissemination controls pursuant 1o and consistent with law, reguiations, and
Govemmaent-wide policies. Learn About CUl+

Registry
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Federal Acquisition Regulation (FY19)

“This FAR rule is necessary to ensure uniform implementation of the
requirements of the CUI program in contracts across the government, thereby
avoiding potentially inconsistent agency-level action.” —Unified Agenda
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Oversight Approach

Certification = Asserting compliance

Documentation = Describing compliance

Validation = Verifying compliance




Implementation

= |mplementation has begun

- Program officials, resources, policy, training, systems, contracts,
oversight

= CUI practices and Legacy practices will exist at the same time.
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= Basic and Specified CUI

= Safeguarding
- physical
- electronic

= Marking
= Dissemination Controls
= Destruction

= Products to Assist
- Coversheet
- Marking Book
- Training videos
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CUI Basic and CUI Specified

Laws, Regulations, or Government-wide policies

CUI Specified require specific protections. For example:
(Requires unique - Unique markings
markings) - Enhanced physical safeguards

- Limits on who can access the information

Laws, Regulations, or Government-wide policies
DO NOT require specific protections.

CUI Basic
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Controlled Environments

= (Controlled environment is any area or space an authorized holder deems
to have adequate physical or procedural controls (&.£., barriers and
managed access controls) for protecting CUI from unauthorized access or
disclosure.

Reception Area used to
control access to
workspace.

Lunch Roos
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Assessing physical environments

= Going beyond gates, guns, and guards: Internal security

 Who works in the space?
e Who has access to the space during and after business hours?

* Do individual workspaces (cubes & offices) have adequate safeguards
to prevent access (locking cabinets, drawers, or overhead bins)?

e Suitable for sensitive discussions?




Assessing electronic Environments

Limit and control access to CUl within the workforce by establishing electronic
barriers.

Assess:
- Who kas access?
Who reeds access?

(¢ access removed when 1o

%?Wﬂ needed”
Docamentation ”

Verifieation and Oversight?




Other Considerations

= Personal Devices

= Telework

= Bring/Use your own device
= USB Drives

= Travel

= Separation and transfers

= |nsider Threats

%egugrd,
jeralk
;oNtrc

Confidentiality o
o 53
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= Purpose is to inform or alert
recipients/users that CUl is present and
of any limited dissemination controls.

= Agencies must uniformly and
conspicuously apply CUI markings to all
CUI prior to disseminating it.

= The CUI banner marking must appear,
at a minimum, at the top center of each
page containing CUI.
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CUI Notice 2018-XX: Controlled Unclassified Information (CUT) Marking Sample

June 20, 2018
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Designation Indicator

Designation Indicators show which agency made the document CUI and are
mandatory
e [tis best practice to include contact information

CUI

INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES and RECORDS ADMINISTRATION ‘ ISOO

TOO PENNSYINVANIA AVENLIE, NW, ROOM 100 WASHI 408 0001 — e
§ e R ki TNFORMATION SECURITY
OVERSIGHT OFFICE

ves.gav/isen

CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample ‘

Tane 20, 2018

Purpose

TS
Background and Authority

Mandatory
Designating Agency
Indicator

Optional Contact
Information

Andy NotRealEmployee
Andy NotRealEmplovee(@agency gov
202-555-1234
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Three Elements of the Banner Marking

> The CUI Control Marking (mandatory) may consist
of either “CONTROLLED” or “CUL.”

> CUI Category Markings (mandatory for CUI
Specified). CUI Control Markings and Category
Markings are separated by two forward slashes
(//). When including multiple categories they are
separated by a single forward slash (/).

> Limited Dissemination Control Markings. Limited
Dissemination Control Markings are separated
from the rest of the Banner Marking by a double
forward slash (//).
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I CUI Banner Marking I

TO0 PEMMEYLVANIA AVERUT, MW, ROOM 100 WASHINGTON, D

CUL/CATEGORY//DISSEMINATION

INFORMATION SECURITY OVERSIGHT OFFICE
ATIONAL ARCHIVES and R DS AT INISTRATION ISOO

INFORMATION SECURITY SELUKITY
OVERSIGHT OFFIC!

rehives. go

CUINotice 2018-X: Controlled Unclassified Information (CUIL) Marking Sample

June 20, 2018
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CUI Specified Category Marking

Mandatory CUI
> The CUI Category Marking is [ [Sontro Markne

mandatow for CUl SpeCified INFORMATION \I[_LIRH\():F[:I!\::,:_I:??TSM
> The general form for CUI Tl § OO

700 PENNSYLVANIA AVENUE, NW, ROOM 100 WASHINGTON, DC 20408-0001 INFS\(RFEA&JE"F&?_FF g_F-C%IigErW M a n d ato ry
S peC Ifl ed Catego ry M a rkl N g CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample CUl

is SP-SPECIFIED o0 gpecified
ategory

Marking

www.archives. gov/isae

Background and Authority

A G T R e Fime: e lr‘l"—rr“"r—'zs.; s

Guidance

A Gl i o h'-"Plef TR etll ]

CUI Registry:
https://www.archives.gov/cui/registry/category-
marking-list
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Multiple Categories

Mandatory CUI
> All CUI Specified must Control Marking Alphabetized
. CUI Specified
prece_de all CUI Basic x | Catagory
IVI a rk I n gS . CW?S?-??LTHISI‘.'-I-'RVT(-Z‘L.’-»’DREC!STUD M a rk| n gs

. .
» The different categories are
TOO PENNSYLVANIA AVENUE. NW. ROOM 100 WASHINGTON, DC 20408-0001

www.archives. govsison

alpha bet|zed Wlth|n thelr CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample Alphabetlzed

type of CUl and separated by o 02078 CUI Basic

a single forward slash (/) Category
Markings

Definitions
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Limited Dissemination Controls

CUI//SP-EXPT//NOFORN Gy

INFORMATION .SFCIJRIT:()VFRSIGHTL)}’FIL‘F fISOO L|m|ted
- - ] ] - NATIONAL ARCHIVES and RECORDS ADMI N
> Limited Dissemination : ‘. NGRS ST Dissemination

Controls Can be applled tO CUT Notice 2018-XX: Controlled Unclassified Information (CUT) Marking Sample Contro| Mark|ng
limit sharing or to convey
requirements in LRGWP

» They are separated from the
rest of the Banner Marking
by a double forward slash e s ————

June 20, 2018

CUL//DL ONLY

INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES gad RECORDS ADMINISTRATION I O
700 PENNSYLVANLA AVENUE, NW, ROOM 100 WASHINGTON, DC 20408-0001 e AR IDN SEEORTY,

www.archives.govsisoo OVERSIGHT OFFICE

CUINorice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

Tune 20, 2018

(//) |
1
] Dissemination List:
Office of Intelligence and Analysis, Department of Homeland Security
1 Counterterrorism Division, Federal Bureau of Investigation
1
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Marking Multiple Pages

CUL//SP-EXPT/EXPTR//FED ONLY/NOFORN

> The CUl Banner Marking CUV/SP-EXPT/EXPTR/FED ONLY/NOFORN

CUL/SP-EXPT/EXPTR//FED ONLY/NOFORN

refleCtS the Categories Of INFORMATION SECURITY OVERSIGHT OFFICHE :?:;i“‘
CUI that are in the entire na Y i ? ISOO pe=

IN!ORM.-\TIUN SECURITY
OVERSIGHT OFFICE

d ocument an d |S cons |Ste Nt CUINotice 2018-XX: Cunm[leGUnc]assi.ﬁedh;jnmtion (CUL) Marking Sample e G

. I EER
throughout even if not all s T T
categories of CUl are on all I
pages F_*”la

ﬁt’:ﬁ"‘iﬁT AT ,J,LT,, p- Rl

s O e i

o ] & e =i e Sl i mefl

o m— T

r-....”,q
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Supplemental Administrative Markings

» Supplemental cu
Administrative Markings Qe it ? ISOO

700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001

may not be incorporated into TN 1535 o ot (1 i s
the Banner Marking or

INFORMATION SECURITY
OVERSIGHT OFFICE

mixed with CUlI Markings :20

i Tl .'ﬁ.!\:. ¥ s
et i TEEETATE G2 G0

CUL//DRAFT

INFORMMNION SECURITY OVERSIGHT OFFICE
MATIOMA RCHIVES aud RECORDS ADMINISTRATION OO
700 PENNSYLVANIA AVENUE, NW, R 100 SHINGTON, DI 20408

WASHINGTON, DC 20408-0001
! - INFORMATION SECURITY

www.archives.govsisao OVERSIGHT OFFICE
CUINortice 2018-XX: Controlled Uncla®sy formation (CUTI) Marking Sample
e G !‘-w et it oG
June 20, 2018 T = m""]‘! e .ml»?r'ﬁ Z'T'M’ﬁ',
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Coversheet

CUI

ATTENTION

Ui i e o idicate cammpirim, Krsised dinvmerization coutioks,
[ O P T

ATTENTION
All sl hasedling s infscmatson are requined to protect
it from vmutharized disclosure

Handling, storage, 124 disp
b in aceordance with 32 CFR, Pars 2007 nd applicable s

Lawful G o a st consastet with
spphicable b, regations, and Govemment-wide policies.

Standard Form 901.:
Detailed Coversheet (categories,
special instructions, points of contact)

» Coversheets are optional, but can replace Banner Markings
» Download from the CUI Registry at: www.archives.gov/cui/additional-tools
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Marking Forms

» Forms that, when filled in, contain CUIl, must be marked accordingly

» You may use a coversheet if there is not room at the top of the form

CONT\%?&# ﬁllljé /dS ﬁ{PE RS wmmon for Federal Employment - SF 171 o
CE APPRAISAL - Associate (Employee) Self-A y M

PART |. ADMINISTRATIVE DATA
[GFFICE SYMBOL|DATE FERFORMANCE PERIOD (MDD YY)
Pt |m 2 Souai Sem
PART Il. INSTRUCTIONS 4 ARG

GENERAL GUIDELINES: Empioyees should complete and submil thes form to their rating official for eonsiderstion in compieting the anntal
M a n d ato ry performance appraisal. The summary should represent accompiishments as related to the oulcomes Bnd expeciations from the date the performance p— ATTENTION
plan was ? i o the end of the. g period. Base the summary cn accomplishments during the perfomiance peried. § tame Last . . -
Summarize each culcome and expectalion separately and wrile e SUMMary 23 a past tense of the culcomes and expectations. e
C U I Co n tro I SPECIFIC GUIDELINES® LEst major accomplishments in bullet form as mey relale 1o each crilical element and the expeclialions detased in your T e e e w Eeds o swpere. Do Soemer | aEre
performance plan. You may akso list raining and developmental accomglishments, including seminars andior conferences; any recognition you = i i e s o i "

received; recommended areas for future development. and specific raining requests, if desired.

M a rki n g PART Ill. ACCOMPLISHMENTS

MAJOR ACCOMPLISHWMENTS: In Dullel format. igenty ihe most important accompisnments achieved during s perfonmance period that apply 7 Omer name
direcily 1o your position. {Alfech additional pages as necessary)

g Fiome Fhan)
Aea Code.

) Wiere you o
1070

[ memed

wihat is youl

OTHER ACCOMPLISHWMENTS: Ideniily oiher accompasnments chieved during 116 PENonmance period. (ANScH SCailonsl pages a5 necessary)
43T

44 5 you win]

ATTENTION

mTmeom e
2o e

[ p——
457 v b accendimer itk 11 CFR Par 2007 aad applcible ey oy
A5

: Ioentty any raning of cevelopmEntal needs of cpponunilies 1or Ne coming year. (Altach addlional &1 Ao b e dtos, o 4 1 brmathnd Mot dad
pages as necessary) N—E" ] p g e wmd jermn e v ondeouhand ) Ty W
16 Ay wi drd vk w7 S e A T R

B.§ & d ol @ s e comenien wilk

T
answer NO')
18
TNy
FREVIOLS ED)
Page 1

Teyoa e o]
lieunan c

EMPLOYEE SIGNATURE GATE

GENERAL SERVICES ADMINISTRATION GSA 3683 (REV. 1/2018)
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Marking Emails

» When marking emails it is
mandatory to include a
Banner Marking to indicate
that the email contains CUI

» Itis best practice to include
an Indicator Marking in the
subject line

» If the email is forwarded, the
Banner Marking must be
carried forward

» If sending an attachment
that contains CUI, the name

Optional
Subject
Line

Fwd: Agency Information [Contains CUI]

Mot A Realemployee@dot.gov &

Indicator
Marking

Mandatory
Banner
Marking

of the file can contain a CUI
indicator

Optional

Fwd: Agency Information [Contains CUI]

CUISP-PRVCY/NFED ONLY

Please see the note from NARA.

---------- Forwarded message -----—----

From: Lorem lpsum <lorem.ipsum{@nara.govs

Date: Mon, June 22, 2018 at 5:20 AM

Subject: Agency Information [Contains CUI)

To: Random Employee <Random Employee@opm. govs

CUISP-PRVCY/NFED ONLY

This Rule affects Federal executive branch agencies that handle CUl and all
organizations (sources) that handle, possess, use, share, or receive CUl--or which
operate, use, or have access to Federal Information and information systems on behalf
of an agency

Other Random Employee
Controlled Unclassified Information
Information Security Cversight Office

Agency Infc-n‘natiﬁ [Contains CUIl.docx (12K) X

Attachment
Indicator
Marking

l CONTROLLED
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Marking Transmittal Documents

> If a transmittal document

accompanies CUI, it must
indicate that CUI is attached
and include

> “When enclosure is removed,
this document is Uncontrolled
Unclassified Information” or

» “When enclosure is removed,
this document is (CUI
Category); upon removal, this
document does not contain
Ccur”

CUL/SP-EXPT/EXPTR/FED ONLY/NOFORN

Mandatory
Message that
CUl is Present

Mandatory
Transmittal CUL/SP-EXPT/EXPTR/FED ONLY/NOFORN
Message CUL/SP-EXPT/EXPTR//FED ONLY/NOFORN
NEMATION SECURITY OVERSIGHT OFFICE
TIONAL ARCHIVE nd RECORDS ADMINISTRATIC ISOO
TOD PENNSYLVANIA A UE, NW, ROODM [0 WASHINGT 04080001 t l"-IH)KMJ\] 10N SECURITY
OVERSIGHT OFFICE
F A X CONTROLLED Marking Sample ey
When enclosure is removed, this o e
. . document is UncontroLled Tune 20, 2018
Information Security rps .
Oversight Office Unclassified Information s
Mational Archives and Records o = Eﬁ
Administration WS AREIA _,. o
700 Pennsylvania Ava, HW. Tao: Other Random Employee c =13
(202) 357-6870 Fax number: (202) 357-6871/6872
From: Lorem lpsum -
Fax number: (202) 357-6871/6872 peisnn fe SRR R -
Date: 06.22.2018 ;'—'r. il st R TR ur
Regarding:
=3
Agency Information [Contains CUI]
Phone number for follow-up:
{202)357-6870
Comments: B
e B
] The attachment contains CUL/ /SP-EXPT/EXPTR/ /FED ONLY/NOFORN.
=
el T
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» CUI may be shipped

» Best practice is to track the package

=g
SPS TRACKING §
1203 8000 8000 0060 pooe 11!

Place Markings on

Packages/Envelopes

]
i3 TRACEING T
3204 4900 0000 a00a w00 11
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Decontrol and Marking

» Follow your agency’s policy s ot ok o % ISOO
to remove or strike markings

INFORMATION SECURITY
OVERSIGHT OFFICE

MROST/SERV

UT) Marking Sample
on decontrolled CUI on the @
NATION 'ES g "9 S ADSINISTRATION ISOO
700 PENNSYLVAN 1A AVEN L i . DT 20408-0001 f T T T June 20, 2018
OVERSIGHT OFFICE

> Cover page | . s
» First page
» First page of any attachment Burpose
» Decontrolled CUI is still ey Bt SR SR 4
SuU bJeCt to the agency’s Bal‘kgl'oundandAutho:rit)‘I- o
release procedures

olled Unclassified Information (CUI) Marking Sample 7 Pttt Ol
M.'Al’f Ef' (5] g!lﬁf_\

June 20, 2018

i GT.'".. [ g EE@E""‘-’T‘J:'—E- Bl

__)_.n_ \\pivz e © i

mﬁ_. wmﬁmﬁ—r‘m‘_ﬁzu e sy e wlh SOk

Definitions

|=gplattm, o $rrEmmeTs-

diﬁ‘_?ﬁl—" ﬂﬁ@mﬁ.ﬂ_&%'@i&ﬁs

Guidance

Ay T % ey 3000 Tty oy S Spwsifiwl. TET Besle I3 ==
mﬂmwxm—v:mmmmzm
o) i I EE wimrsy fning
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Bulk & System Markings

Agencies may authorize or require the use of
alternate CUI indicators on IT systems,
websites, browsers, or databases through
agency CUI policy. These may be used to alert
users of the presence of CUl where use of

markings has been waived by the agency
head.

You must accept the license agreement before continuing,

You are accessinga U.S. Government (USG) information
system (IS) (whichincludes any device attached to this
information system) that is provided for U.S. Government
authorized use only. This system contains CUI. |
acknowledge that failure to abide by these terms and the
other parts of the user agreement may result in revoked or
suspended access privileges.

This boy

| the
co"tain, accept the agreement

(" | do not accept the agreement
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Legacy Information and Markings

gl
| ouo
P
5 LU e L
- e B L SN ye— & -
s PP et el
wl ”f: = -~
™ L (ontra oz oy
4‘ . = ' ctual Sensitive -
w— nformation
Ry |
A o] ————— SSI
A ™ :‘ - . —— ™ o
A et | sy of g - Wy
‘ - \'-‘
\i \)(\0\355\{‘ -
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\ “5\“\
|
’l
e
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All legacy information
IS not automatically
CUI. Agencies must

determine what
legacy information
gualifies as CUI

CUL/CATEGORY/DISSEMINATION

INFORMATION SECURITY OVERSIGHT OFFICE
- %

700 PENNSYLVANIA AVENUL NW. ROOM 100 WASHI ORI S
OVERSIGHT OFFICE

CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

Tune 20, 2018
Purpose
=

o

Background and Authority

Definitions

=, it oy Qo=

# e e T e e T

Guidance
Al CT & oy G Mt o TG Sritel, i




= Unreadable, Indecipherable, and Irrecoverable

= (Other methods acceptable with verification and documentation

NOT APPROVED
APPROVED

l CONTROLLED
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Approved Destruction Methods

 |ldentify equipment approved for CUI destruction.

. CONTROLLED
I I UNCLASSIFIED
N SVERSIGHT OFFICE © | NFORMATION

This equipment has been approved for the destruction
of Controlled Unclassified Information (CUI).

Inspected and Approved by: Date: Serial Number:
. . ABCD987654321
Quinn Cummings, CUI PM 7/18/2017 Make,/ Model:
This Shredder/XXX
Note: Only equipment which produces particles that are » mum x5 mm {004 i x 0,2 in.) i size (or smaller)

may he approved. Please direct any questions Lo
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Products to assist

Make o
of o™
oy . fo
and AEPE .
e s
e oW €D »
e L) i\?
m“'ﬁﬁg -‘“‘”ﬁdﬂ» Cco S ot
ettty ‘ R b ,.j 1C
8 C
o IR
— on
— o N“w

18
'Y\i“& eq\) Q“ l?

Marking
Iu g

INFORMATION

2016
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CUI Overview Video (11 Minutes)

What to report . Decontrol and Marking
o . What is CUI?
CUlincidents include but are not limited to:
= |mproper storage of CUI - : : or strike all markings on decontrolled
% Kitin) G smspecten riskaRARTEGLE] Information that requires protection.
= When unauthorized individuals gain access to CUI (physical or electrd ed
= Unauthorized release of CUI {to public facing websites or to unauthor psed
individuals) ted
= Suspicious behavior from the workforce (Insider Threats) %,.3
- General disregard for security procedures % v - 2
- Seeking access to inf ion outside the scope of current responsibilities g g, gency policy to remove or strike CUI only
- Attempting to enter or access to sensitive areas (where CUl is stored, discusse] E@-D
processed) {_5,3?3 F age,
:": . “"’{’ S ; age, or
Follow your agency policy and procedures regarding how to report incid Agencie OO“"" L =T o5 pag
LQQ T age of any attachment.
\ ‘Markin =7
[T Specified

How to Send CUI in Packages and Mail

= Never use trash cans or

CUI may be shipped through:
y PP g recycling bins to dispose of CUI

= Interagency mail systems

= United States Postal Service

= Commercial Delivery Services

= Automated Tracking is a best practice

CUI Basic and CUI Specified

Laws, Regulations, or Government-wide policies
CUI Specified require specific protections. For example:
(Requires unique - Unique markings

markings) - Enhanced physical safeguards
Limits on who can access the information

Laws, Regulations, or Government-wide policies
DO NOT require specific protactions.

CUI Basic

l CONTROLLED
I IUNCLASSIFIED

[NFORMATION




Ll

UNCLASSIFIED

Home  Aboutthe Blog  About the Bloggers Comment and Posting Policy  CUL: The High Motes

. CONTROLLED NHE NATIONAL ARCHIVES
[ NFORMATION CUI PROGRAM BLOG

CONTROLLED
UNCLASSIFIED
[NFORMATION

Follow Bleg via Email
Click to follow this blog and receive
notifications of new posts by email.

Upcoming Events
No upcoming events

Archives
|Select Month v |

Topics

= Common questions
= CUIRegistry

= Events & reviews

= FOIA & Privacy Act
= General updates

= Marking & examples
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